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Quantitative Reliability Analysis is Essential for Satety-Critical CPS

ﬁgghtning ;’ N\

Electromagnetic
'"te(féew';;me Safety certification objective:
Ensure “negligible” failure rates

o)

Radio
tower

------------------------------------------------------

~ . E.g., for critical subsystems: |
“.....%  Pr[failure / hour] < 10-

------------------------------------------------------

————
- ~ o

---------------------

.....................

Zero risk of fallures can
never be achieved
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How to Analyse the Reliability of Temporally Robust Systems?

Control system Motivating example

= Frequency: 100 Hz (10 ms time period)

= Stability requirement: 3 out of 4 iterations execute on time
= Schedulability analyses: Pr[single iteration delayed] < 10-10

-----------------------------------------------------------------------------------------------------------------------------------------

. Per-iteration analyses yield pessimistic failure rates .
' = Computing mean time to first failed iteration ignores stability requirements

Control :
Algorithm = E.g., iteration failure probability of 10-19 » 36,000 x 10-° failures / hours

----------------------------------------------------------------------------------------------------------------------------------------

9 orders of magnitude!

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------

=xplicitly accounting for the stability requirements <. 70 ............ -

= Yields more accurate failure rates Not trivial anymore! .
= E.g., iteration failure probability of 10-19 and stability requirement » 1.08 x 10-15 failures / hours

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

This work
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How to Analyse the Reliability of Temporally Robust Systems?

Objectives

-------------------------------------------------------------------

Generic

-------------------------

Proposed Techniques

PMC (Probabilistic Model Checking)

= Complex robustness requirements

-------------------------------------------------------------------

-------------------------------------------------------------------

Accurate (ideally, exact

24
’

-------------------------

-------------

= Minimize pessimism in t
final system reliability

-------------------------------------------------------------------

-------------------------------------------------------------------

Scalable

»
-------------

-------------------

= Asymptotic requirements with

large parameter values

-------------------------------------------------------------------
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-Xxact, very generic, but slow

Mart (uses martingale theory)

)

—Xxact, less generic, but slightly faster






Asymptotic Properties

Inverted Pendulum \ /

Specification: Mass 0.5 kg, length 0.20 m, period 10 ms
Design: Current iteration is skipped —~ Use previous iteration parameters
Asymptotically stable with at least 76.51% successful iterations*

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Doesn't specify if the system can handle a burst of skipped iterations
: = \What if the first 50 iterations are skipped? No feedback for 0.5 seconc 5

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

“Majumdar et al. “Performance-aware scheduler synthesis for control systems.” EMSOFT, Taipei (2011)
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Weakly-Hard* Constraints

L

Concretize asymptotic properties using finite window sizes

It each iteration is labeled either as a Success or a Failure
= (m, K) constraint: At least m out of every k consecutive iterations must be Successful

Rol:iust terations Robus’iness violation

Temporal robustness

as per (2, 3) constraint S S S FIS SSSF S F S

>

"Bernat et al. “Weakly hard real-time systems.” IEEE Transactions on Computers, 50(4):308-321 (2001).
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Temporal Robustness Criteria

Inverted Pendulum

\

/

Robustness Crlterla

----------------------------------------------

Combination of two
weakly-hard constraints

Asymptotically stable with at least 76.51% successful iterations* I——> (766, 1000)

Short—range liveness” constraints I—'—> (1 : b)
= The inverted pendulum can tolerate a small burst of skipped iterations

----------------------------------------------

Combination of different weakly-hard constraints

= (M, K) =

= M, K) =

—ac
—ac

i

i

K CONseCu

K CONseCU

tive |

tive |

lera
leral

ons, at
1ons, at

easl
easl

M successes needed
M consecutive successes neededo

= (M) = m consecutive failures should never happen
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Problem Statement

Given periodic system S, time period T, iteration failure probabillity PF,
and the temporal robustness criteria ...

Lower-bound the Mean Time To Failure (MTTF) of S

MTTF = Expected time to 1st temporal robustness violation ...~~~

---------------------------------------------------

e . . 1
= Z (nT X Pr|1st violation in the nth |terat|on]) o< |
; failure rate .
b—- (e.g., failures/hour or FIT) ;

---------------------------------------------------

Assumption: Pr is independently and identically distributed (II1D)! 2

1 Broster et al. “Timing Analysis of Real-Time Communication Under Electromagnetic Interference.” Real Time Systems Journal (2005)
2 Gujarati et al. “Quantifying the Resiliency of Fail-Operational Real-Time Networked Control Systems.” ECRTS, Barcelona (2018)
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MTTF Estimation using PMC

Periodic system S with
iteration failure probabilities Pk

T - Formal verification technique to model and analyze
systems that exhibit probabilistic behaviours

System as a
probabilistic model

Eile Edit Model Properties Options

B0

- O W O O O O O M O W N EEmomom P

o T W E E EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE =R E SN

PRISM Model File: fhome/luserftutorial fexamples/power/power_policyl.sm
. « Model: power_policyl.sm : ) — B
' @ Type: Stochastic (CTMC) :
@ I Maodules i /7 Service Queue (SO)
: ® &sq il // Stores regquests which arrive inte the system to be processed. 7
]
: ¢ qo min: 0 A/ Maximum queue size
' o max: g_max const int g_max = 20; . .
- s Quantitative results
1 ? ® @ sp “|const double rate_arrive = 1/0.72; /7 {mean inter-arrival time is5 0.72 seconds)
1 4
1 e min: 0 “|module S0
1 ° max: 2 :
1 2 init: 0 /7§ = number af requests currently in gqueue R oy . R - .
' " & P g§ §: ..onma init o; Probability of each failure type occuring first
! @ [ Constants 2 I
1 %
! ] © @ g_max:int 2 /7 A request arrives
\,. . 'l , © o rate_arrive - double /[;eiuest] t;ug -> r.ar_i_armae to(g'=minCo+l, gonax)); >
© o rate_serve : double i request 15 serve =
.................................................. : © @ rate_s2i: double ’ [serve] o>l -> (g'=q-1); =
,‘ ' & o rate-i25 - double i /7 Last request is served 0
¢ o N [serve_last] g=1 -> (gq'=g-1); ©
. . 1 g.trigger : int :: O
' f r rii ' : |endnodure O —s— Sensors
! y 1 1 :5 o.
! ' » | —=— Actuators
. . e ' 1 1 /7 Service Provider (SP) - -
. tel Nnporal 1ogical specCl ICatIOﬂS ; : |/ Brocesses requests Trom serice queus. —&— |/O processors
1 : 1 A/ The SP has 3 power states: sleep, idle and busy
' ' : éé _ o Main processor
' 1 i| 7/ Rate of service (average service time = 0.008s)
1 1 1 ;@ const double rate_serve = 1/0.008;
1 ' 1 AR ] i| /7 Rate of switching from sleep to idle (average Transition time = 1.85)
' L] 1 uift Mode ‘|const double rate_s2i = 1/1.6;
1 1 1 No of states: i /7 Rate of switching from idle to sleep (average transition time = 0.67s)
1 R_ () [ F S a | e = | a | S e ] : : T — |const double rate_i2s = 1/0.67; - )
1 L J 7 r “
' : 1 Model | Properties | Simulator | Log | 0 4 8 12 16 20 24
1
1 1 1 Loading model... done. T (hOUI'S)
1 ]
1
1 A )
[ ] 4
' B —— . B B
. ! A d o'
.. ¢ . .
------------------------------------------------------ -’ N o m m mm Em o E m m m o E E E Em E E E E E E M M E M M M M M M M M M M M M M M M M M M B M M M M M M M M M M M M M M M M M B M M M M M M M B B M M M M M B M M B M M MR M M M M M B M M M M M M M B M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M M mEmEmEmEmoEmemememomms”

Violation of temporal robustness MTTF estimation using PRISM
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Modeling Weakly-Hard Constraints

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

- Weakly-hard constraints depend on a finite-sized history
Keyidea: = E.g.,(m, k) constraint depends on the k latest iterations .
= Connect all possible execution histories via transition probabilities P and 1 - P¢

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

------------------------------------------------------

: Example: 5
(2, 3) constraints

-----------------------------------------------------

O = Failed iteration and 1 = Successful iteration

1 I
’
4
!
4
4
4
4
4
4
4
4
4
4
4
4
74
4
4
4
/4
/4

!

1

1

I
L}
1
]
1
1
1

1

1

Leftmost value denotes the oldest iteration
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Modeling Weakly-Hard Constraints

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

- Weakly-hard constraints depend on a finite-sized history
Keyidea: = E.g.,(m, k) constraint depends on the k latest iterations .
= Connect all possible execution histories via transition probabilities P and 1 - P¢

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

“Bad” state: e ;
e Violates (2, 3) constraint Examp e
state Pr - (2, 3) constraints
e 111 —— 110 |——— 100 T
Irrelevant
PS states
- Pr _,
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Modeling Weakly-Hard Constraints

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

~ Weakly-hard constraints depend on a finite-sized history
Keyidea: = E.g.,(m, k) constraint depends on the k latest iterations .
= Connect all possible execution histories via transition probabilities P and 1 - Pg

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

“Bad” state: T E

Violates (2, 3) constraint Examp‘ej

Initial

AT

Expected # steps
Irrelevant M | | I_ — ( to a “bad” state ) X T

states e e e !

X4
4
4
24
L4
4
24
4
L4
4
4
4
4
4
4
4
24
4
4
L4
24
4
Ii '
{
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Optimizing for the Common Case k- m « K

Store positions of all failed iterations, instead of the entire history

—xample: (2, 3) constraint

oL .

Execution Execution
history 111 history 011

Execution Execution histories
history 110 100 and 010

Execution
history 101
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Scalability still a problem
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Markov model

PF Execution Execution histories
' 100 and 010

{ Bad

System of linear equations | Model building
0 1 1 1 7 Teo -
—1 110 10 110 e

~1 10 1090/9 10 e
~1 0 100/9 1000/9_

Model solving

MTTF (expected reward)

Probabilistic model checking
~ (PRISM under the hood)

For error-free
computation .-

-
-
(4
-
-
(4
-
-
-
4
'4
4

PRISM must be configured

_Inear eq
Sypass P

.. with exact model checking

(.e., no floating points)

Using martingale theory”

Jations obtained direct

RISM, use highly-scala

y

nle

BLAS/

_APACK libraries, with very high precision

* Li. “A Martingale Approach to the Study of Occurrence of Sequence Patterns in Repeated Experiments.” The Annals of Probability 8.6 (1980):1171-1176.
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Exact Model Checking Slows Down PRISM
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Mart Scales Better than PMC
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Sound Approximation (SAp) for Single (m, k) Constraint

MTTF

Expected time to 1st temporal robustnew%

Z (nT X Pr[1st violation in the nth iteration]) f(n)

Nn=0~0

Approximation = Accuracy of fLg(n) (reliability modeling literature™)
accuracy : = The choice of no, n1, nz, ..., no (heuristics based on fis(n)'s shape)

v

Obtain fue(n) = f(n) that can be quickly computed for large n

MTTFLs = @ Compute fia(no), fa(ni), .., fLe(no)

Numerically integrate over subintervals (no, n+], ..., (Np-1, Np]

* Sfakianakis et al.. "Reliability of a consecutive k-out-of-r-from-n: F system." IEEE Transactions on Reliability 41.3 (1992). 442-447.
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SAp is Scalable to Very Large Window Sizes

EERCEN )

o Q.

SAp used only if both
PMC and Mart timed out

P=PMC
M = Mart

S =SAp

24
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20
112

18
17

SAp comfortably scales for

16
15
14

windows of size k = 1000

13
12

1Lt
10

9
3

N 2

m1l1PPPPPPPPPPPPPPPPPPPPPPPTEP

K =i S 4 5 6 78 9 1021314158160 17 18 1920 24 22 2324 25
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How Accurate s SAp’?

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------

11

10 Error > 50 %

9 25 % < Error<50%

8 Error <25 %

7

6

5

4 49.62

3 39.29 30 2
> 2 25.91 19.44 15.77
m 1 0576 05.76 05.76 05.76
5 = 2 3 4 5

—

57.84

39.96

25.73

13.60

05.76
6

64.29

47.34

33.44

22.68

12.30

05.76
7

69.36
D259
39.12
261
20.09
11.50
05.76
8

73.38
SV
44.91
34.28
24.82
17.80
10.98
05.76
9

76.61
62.01
50.31
40.11
31.22
22.98
15.93
10.62
05.76
10

WO
65.85
54.73
44.30
35.35
28.13
21.64
14.55
10.35
05.76
11

Relative errors significant even for small k
= Exact analysis needed when feasible
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81.45
69.20
58.25
47.79
39.06
31.43
25.06
20.28
13.63
10.13
05.76
12

_Xamp|e |f MT Fexact —_ 109 hOUI’S 5
100% error = MT TFsap = 0.5 x 102 hours

-------------------------------------------------------------------------------------------
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Approach Accuracy Expressiveness Scalability

PMC —Xact General system, any weakly-hard constraint Poor (k< 11)

Mart —Xact [ID systems, any weakly-hard constraint Poor (k < 16)
Lo G Sound approx. P g i Good
P et00) D Systems singlelm consiaint | (k< 1000)

------------------------------------------------------------------- ‘e More in the paper!

Future work: Make SAp more expressive = PRISM code and Mart example .
= Handle other / multiple weakly-hard constraints = PMC / Mart for <m, k) and (m) constraints
- BGyOHd IID iteration tailure prObabi”tieS - SAp details and soundness proofs I

------------------------------------------------------------------------------------------------------------------------

= More extensive evaluation of PRISM

--------------------------------------------------------------------------------------------------------------
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