
Prior, ongoing, and future work
Quantified conservative failure rates for temporally robust, actively replicated NCS on Achal-over-Ethernet and CAN
▪ Accounted for time and value domain errors at the message granularity (more fine-grained than in FTMP)

Currently evaluating Achal using different NCS applications and against related work on BFT protocols & key-value stores
Next step — ultra-reliable clock synchronization protocols over Ethernet; is the Precision Time Protocol ultra-reliable?

This work — Achal — a predictable BFT middleware for NCS 
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⇧1
<latexit sha1_base64="bYScygJ1dSfKIBCKrTN8BAbmJT0=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWMF0xbaUDbbTbt0swm7E6GE/gYvHhTx6g/y5r9x2+agrQ8GHu/NMDMvTKUw6Lrfzsbm1vbObmmvvH9weHRcOTltmyTTjPsskYnuhtRwKRT3UaDk3VRzGoeSd8LJ3dzvPHFtRKIecZryIKYjJSLBKFrJ77fEwBtUqm7NXYCsE68gVSjQGlS++sOEZTFXyCQ1pue5KQY51SiY5LNyPzM8pWxCR7xnqaIxN0G+OHZGLq0yJFGibSkkC/X3RE5jY6ZxaDtjimOz6s3F/7xehlEjyIVKM+SKLRdFmSSYkPnnZCg0ZyinllCmhb2VsDHVlKHNp2xD8FZfXiftes27rtUfbqrNRhFHCc7hAq7Ag1towj20wAcGAp7hFd4c5bw4787HsnXDKWbO4A+czx9EE45L</latexit>

Tpre
<latexit sha1_base64="4/KXyy38Vg0MhEpek2e8wisUDiM=">AAAB+XicbVDLSsNAFJ3UV62vqEs3g0VwVZIq2GXBjcsKfUEbwmR60w6dTMLMpFhC/sSNC0Xc+ifu/BunbRbaemDgcM493DsnSDhT2nG+rdLW9s7uXnm/cnB4dHxin551VZxKCh0a81j2A6KAMwEdzTSHfiKBRAGHXjC9X/i9GUjFYtHW8wS8iIwFCxkl2ki+bbf9bKjhyUQzE8xz3646NWcJvEncglRRgZZvfw1HMU0jEJpyotTAdRLtZURqRjnklWGqICF0SsYwMFSQCJSXLS/P8ZVRRjiMpXlC46X6O5GRSKl5FJjJiOiJWvcW4n/eINVhw8uYSFINgq4WhSnHOsaLGvCISaCazw0hVDJzK6YTIgnVpqyKKcFd//Im6dZr7k2t/nhbbTaKOsroAl2ia+SiO9RED6iFOoiiGXpGr+jNyqwX6936WI2WrCJzjv7A+vwBetiULQ==</latexit>

Tpost
<latexit sha1_base64="cvVja61k9ZQICQg3fIbxaOWF/Ws=">AAAB+nicbVDLSsNAFJ3UV62vVJduBovgqiRVsMuCG5cV+oK2hMl00g6dTMLMjVpiPsWNC0Xc+iXu/BunbRbaemDgcM493DvHjwXX4DjfVmFjc2t7p7hb2ts/ODyyy8cdHSWKsjaNRKR6PtFMcMnawEGwXqwYCX3Buv70Zu5375nSPJItmMVsGJKx5AGnBIzk2eWWlw6APZpoGkcassyzK07VWQCvEzcnFZSj6dlfg1FEk5BJoIJo3XedGIYpUcCpYFlpkGgWEzolY9Y3VJKQ6WG6OD3D50YZ4SBS5knAC/V3IiWh1rPQN5MhgYle9ebif14/gaA+TLmME2CSLhcFicAQ4XkPeMQVoyBmhhCquLkV0wlRhIJpq2RKcFe/vE46tap7Wa3dXVUa9byOIjpFZ+gCuegaNdAtaqI2ougBPaNX9GY9WS/Wu/WxHC1YeeYE/YH1+QNneJS2</latexit>

T 1
s

<latexit sha1_base64="3tH4J2yq9dWW94Ac07FGPJ1d+P0=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWOFpi20sWy223bpZhN2J0IJ/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemEhh0HW/nY3Nre2d3cJecf/g8Oi4dHLaMnGqGfdZLGPdCanhUijuo0DJO4nmNAolb4eTu7nffuLaiFg1cZrwIKIjJYaCUbSS3+ybR69fKrsVdwGyTryclCFHo1/66g1ilkZcIZPUmK7nJhhkVKNgks+KvdTwhLIJHfGupYpG3ATZ4tgZubTKgAxjbUshWai/JzIaGTONQtsZURybVW8u/ud1UxzWgkyoJEWu2HLRMJUEYzL/nAyE5gzl1BLKtLC3EjammjK0+RRtCN7qy+ukVa1415Xqw025XsvjKMA5XMAVeHALdbiHBvjAQMAzvMKbo5wX5935WLZuOPnMGfyB8/kDXHOOWw==</latexit>

T 1
t

<latexit sha1_base64="D6CDlUinuzAuznpfWKGEFoLs+i8=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWOFpi20sWy223bpZhN2J0IJ/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemEhh0HW/nY3Nre2d3cJecf/g8Oi4dHLaMnGqGfdZLGPdCanhUijuo0DJO4nmNAolb4eTu7nffuLaiFg1cZrwIKIjJYaCUbSS3+zjo9cvld2KuwBZJ15OypCj0S999QYxSyOukElqTNdzEwwyqlEwyWfFXmp4QtmEjnjXUkUjboJsceyMXFplQIaxtqWQLNTfExmNjJlGoe2MKI7NqjcX//O6KQ5rQSZUkiJXbLlomEqCMZl/TgZCc4ZyagllWthbCRtTTRnafIo2BG/15XXSqla860r14aZcr+VxFOAcLuAKPLiFOtxDA3xgIOAZXuHNUc6L8+58LFs3nHzmDP7A+fwBXfmOXA==</latexit>

T 2
t

<latexit sha1_base64="tKzXaM1wl37iY+4+yKpY7JXu5LE=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWOFpi20sWy2m3bpZhN2J0Ip/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemEph0HW/nY3Nre2d3cJecf/g8Oi4dHLaMkmmGfdZIhPdCanhUijuo0DJO6nmNA4lb4fju7nffuLaiEQ1cZLyIKZDJSLBKFrJb/bxsdovld2KuwBZJ15OypCj0S999QYJy2KukElqTNdzUwymVKNgks+KvczwlLIxHfKupYrG3ATTxbEzcmmVAYkSbUshWai/J6Y0NmYSh7Yzpjgyq95c/M/rZhjVgqlQaYZcseWiKJMEEzL/nAyE5gzlxBLKtLC3EjaimjK0+RRtCN7qy+ukVa1415Xqw025XsvjKMA5XMAVeHALdbiHBvjAQMAzvMKbo5wX5935WLZuOPnMGfyB8/kDX32OXQ==</latexit>

T 2
s

<latexit sha1_base64="ByszkpZ4I0oiUSTNqzwhuVwIJfI=">AAAB7HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWOFpi20sWy2m3bpZhN2J0Ip/Q1ePCji1R/kzX/jts1BWx8MPN6bYWZemEph0HW/nY3Nre2d3cJecf/g8Oi4dHLaMkmmGfdZIhPdCanhUijuo0DJO6nmNA4lb4fju7nffuLaiEQ1cZLyIKZDJSLBKFrJb/bNY7VfKrsVdwGyTryclCFHo1/66g0SlsVcIZPUmK7nphhMqUbBJJ8Ve5nhKWVjOuRdSxWNuQmmi2Nn5NIqAxIl2pZCslB/T0xpbMwkDm1nTHFkVr25+J/XzTCqBVOh0gy5YstFUSYJJmT+ORkIzRnKiSWUaWFvJWxENWVo8ynaELzVl9dJq1rxrivVh5tyvZbHUYBzuIAr8OAW6nAPDfCBgYBneIU3RzkvzrvzsWzdcPKZM/gD5/MHXfeOXA==</latexit>

t+ �1
s

<latexit sha1_base64="2IpIIRmXN9COQUoG/TtW7fEjWfY=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBZBEEpSBXssePFYwdZCE8tmu2mXbjZhdyKU0r/hxYMiXv0z3vw3btsctPXBwOO9GWbmhakUBl332ymsrW9sbhW3Szu7e/sH5cOjtkkyzXiLJTLRnZAaLoXiLRQoeSfVnMah5A/h6GbmPzxxbUSi7nGc8iCmAyUiwShayUdyQfx0KHrm0euVK27VnYOsEi8nFcjR7JW//H7CspgrZJIa0/XcFIMJ1SiY5NOSnxmeUjaiA961VNGYm2Ayv3lKzqzSJ1GibSkkc/X3xITGxozj0HbGFIdm2ZuJ/3ndDKN6MBEqzZArtlgUZZJgQmYBkL7QnKEcW0KZFvZWwoZUU4Y2ppINwVt+eZW0a1Xvslq7u6o06nkcRTiBUzgHD66hAbfQhBYwSOEZXuHNyZwX5935WLQWnHzmGP7A+fwBtCyQyQ==</latexit>

t+ �2
s

<latexit sha1_base64="x0cARc/+eUjQCBN7xHPC0E6lGww=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBZBEEpSBXssePFYwdZCE8tmu2mXbjZhdyKU0r/hxYMiXv0z3vw3btsctPXBwOO9GWbmhakUBl332ymsrW9sbhW3Szu7e/sH5cOjtkkyzXiLJTLRnZAaLoXiLRQoeSfVnMah5A/h6GbmPzxxbUSi7nGc8iCmAyUiwShayUdyQfx0KHrmsdYrV9yqOwdZJV5OKpCj2St/+f2EZTFXyCQ1puu5KQYTqlEwyaclPzM8pWxEB7xrqaIxN8FkfvOUnFmlT6JE21JI5urviQmNjRnHoe2MKQ7NsjcT//O6GUb1YCJUmiFXbLEoyiTBhMwCIH2hOUM5toQyLeythA2ppgxtTCUbgrf88ipp16reZbV2d1Vp1PM4inACp3AOHlxDA26hCS1gkMIzvMKbkzkvzrvzsWgtOPnMMfyB8/kDtbCQyg==</latexit>

t+ �2
t

<latexit sha1_base64="nzCQ3VfCoLz3oQ6ZVk/kOgE03M0=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBZBEEpSBXssePFYwdZCE8tmu2mXbjZhdyKU0r/hxYMiXv0z3vw3btsctPXBwOO9GWbmhakUBl332ymsrW9sbhW3Szu7e/sH5cOjtkkyzXiLJTLRnZAaLoXiLRQoeSfVnMah5A/h6GbmPzxxbUSi7nGc8iCmAyUiwShayUdyQfx0KHr4WOuVK27VnYOsEi8nFcjR7JW//H7CspgrZJIa0/XcFIMJ1SiY5NOSnxmeUjaiA961VNGYm2Ayv3lKzqzSJ1GibSkkc/X3xITGxozj0HbGFIdm2ZuJ/3ndDKN6MBEqzZArtlgUZZJgQmYBkL7QnKEcW0KZFvZWwoZUU4Y2ppINwVt+eZW0a1Xvslq7u6o06nkcRTiBUzgHD66hAbfQhBYwSOEZXuHNyZwX5935WLQWnHzmGP7A+fwBtzaQyw==</latexit>

t+ �1
t

<latexit sha1_base64="dehY6FLowjIpzkBHWMKuSp74Q8c=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBZBEEpSBXssePFYwdZCE8tmu2mXbjZhdyKU0r/hxYMiXv0z3vw3btsctPXBwOO9GWbmhakUBl332ymsrW9sbhW3Szu7e/sH5cOjtkkyzXiLJTLRnZAaLoXiLRQoeSfVnMah5A/h6GbmPzxxbUSi7nGc8iCmAyUiwShayUdyQfx0KHr46PXKFbfqzkFWiZeTCuRo9spffj9hWcwVMkmN6XpuisGEahRM8mnJzwxPKRvRAe9aqmjMTTCZ3zwlZ1bpkyjRthSSufp7YkJjY8ZxaDtjikOz7M3E/7xuhlE9mAiVZsgVWyyKMkkwIbMASF9ozlCOLaFMC3srYUOqKUMbU8mG4C2/vEratap3Wa3dXVUa9TyOIpzAKZyDB9fQgFtoQgsYpPAMr/DmZM6L8+58LFoLTj5zDH/gfP4AtbKQyg==</latexit>

Rpre
<latexit sha1_base64="eTqWVT03TdGvJAjqoSf3GoEMaWg=">AAAB+XicbVDLSsNAFL2pr1pfUZduBovgqiRVsMuCG5dV7APaECbTSTt0Mgkzk2IJ+RM3LhRx65+482+ctllo64GBwzn3cO+cIOFMacf5tkobm1vbO+Xdyt7+weGRfXzSUXEqCW2TmMeyF2BFORO0rZnmtJdIiqOA024wuZ373SmVisXiUc8S6kV4JFjICNZG8m37wc8Gmj6ZaGaCee7bVafmLIDWiVuQKhRo+fbXYBiTNKJCE46V6rtOor0MS80Ip3llkCqaYDLBI9o3VOCIKi9bXJ6jC6MMURhL84RGC/V3IsORUrMoMJMR1mO16s3F/7x+qsOGlzGRpJoKslwUphzpGM1rQEMmKdF8ZggmkplbERljiYk2ZVVMCe7ql9dJp15zr2r1++tqs1HUUYYzOIdLcOEGmnAHLWgDgSk8wyu8WZn1Yr1bH8vRklVkTuEPrM8fd7KUKw==</latexit>

R1
s

<latexit sha1_base64="25kaRF3I34ly5isOU+mWj5HoeX0=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqYI8FLx6rmFpoY9lsJ+3SzSbsboRS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBVcG9f9dgpr6xubW8Xt0s7u3v5B+fCopZNMMfRZIhLVDqlGwSX6hhuB7VQhjUOBD+HoeuY/PKHSPJH3ZpxiENOB5BFn1FjJv+vpR69XrrhVdw6ySrycVCBHs1f+6vYTlsUoDRNU647npiaYUGU4EzgtdTONKWUjOsCOpZLGqIPJ/NgpObNKn0SJsiUNmau/JyY01noch7Yzpmaol72Z+J/XyUxUDyZcpplByRaLokwQk5DZ56TPFTIjxpZQpri9lbAhVZQZm0/JhuAtv7xKWrWqd1Gt3V5WGvU8jiKcwCmcgwdX0IAbaIIPDDg8wyu8OdJ5cd6dj0VrwclnjuEPnM8fWWOOWQ==</latexit>

R2
s

<latexit sha1_base64="tWVTuEQjkC+VokGKJgN/uHZpjGA=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqYI8FLx6rmFpoY9lsJ+3SzSbsboRS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MBVcG9f9dgpr6xubW8Xt0s7u3v5B+fCopZNMMfRZIhLVDqlGwSX6hhuB7VQhjUOBD+HoeuY/PKHSPJH3ZpxiENOB5BFn1FjJv+vpx1qvXHGr7hxklXg5qUCOZq/81e0nLItRGiao1h3PTU0wocpwJnBa6mYaU8pGdIAdSyWNUQeT+bFTcmaVPokSZUsaMld/T0xorPU4Dm1nTM1QL3sz8T+vk5moHky4TDODki0WRZkgJiGzz0mfK2RGjC2hTHF7K2FDqigzNp+SDcFbfnmVtGpV76Jau72sNOp5HEU4gVM4Bw+uoAE30AQfGHB4hld4c6Tz4rw7H4vWgpPPHMMfOJ8/WueOWg==</latexit>

R2
t

<latexit sha1_base64="SNxU7OsFwdEV8RciXLCKaz9/V7c=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqYI8FLx6rmFpoY9lsN+3SzSbsToRS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+O4W19Y3NreJ2aWd3b/+gfHjUMkmmGfdZIhPdDqnhUijuo0DJ26nmNA4lfwhH1zP/4YlrIxJ1j+OUBzEdKBEJRtFK/l0PH2u9csWtunOQVeLlpAI5mr3yV7efsCzmCpmkxnQ8N8VgQjUKJvm01M0MTykb0QHvWKpozE0wmR87JWdW6ZMo0bYUkrn6e2JCY2PGcWg7Y4pDs+zNxP+8ToZRPZgIlWbIFVssijJJMCGzz0lfaM5Qji2hTAt7K2FDqilDm0/JhuAtv7xKWrWqd1Gt3V5WGvU8jiKcwCmcgwdX0IAbaIIPDAQ8wyu8Ocp5cd6dj0VrwclnjuEPnM8fXG2OWw==</latexit>

R1
t

<latexit sha1_base64="nDoE3/AmR8RjuguBvNZ1L6Vta0Q=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqYI8FLx6rmFpoY9lsN+3SzSbsToRS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+O4W19Y3NreJ2aWd3b/+gfHjUMkmmGfdZIhPdDqnhUijuo0DJ26nmNA4lfwhH1zP/4YlrIxJ1j+OUBzEdKBEJRtFK/l0PH71eueJW3TnIKvFyUoEczV75q9tPWBZzhUxSYzqem2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzI+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8OoHkyESjPkii0WRZkkmJDZ56QvNGcox5ZQpoW9lbAh1ZShzadkQ/CWX14lrVrVu6jWbi8rjXoeRxFO4BTOwYMraMANNMEHBgKe4RXeHOW8OO/Ox6K14OQzx/AHzucPWumOWg==</latexit>

�NW
<latexit sha1_base64="I1tY7JAGUdE0eePAUq37JOhgEEs=">AAAB/XicbVDLSsNAFJ34rPUVHzs3wSK4KkkV7LKgC1dSwT6gDWEyvW2HTiZh5kasofgrblwo4tb/cOffOH0stPXAwOGce7h3TpgIrtF1v62l5ZXVtfXcRn5za3tn197br+s4VQxqLBaxaoZUg+ASashRQDNRQKNQQCMcXI79xj0ozWN5h8ME/Ij2JO9yRtFIgX3YvgKBNMjaCA8mn900RqPALrhFdwJnkXgzUiAzVAP7q92JWRqBRCao1i3PTdDPqELOBIzy7VRDQtmA9qBlqKQRaD+bXD9yTozScbqxMk+iM1F/JzIaaT2MQjMZUezreW8s/ue1UuyW/YzLJEWQbLqomwoHY2dchdPhChiKoSGUKW5udVifKsrQFJY3JXjzX14k9VLROyuWbs8LlfKsjhw5IsfklHjkglTINamSGmHkkTyTV/JmPVkv1rv1MR1dsmaZA/IH1ucPJnmVpQ==</latexit>

�NW
<latexit sha1_base64="I1tY7JAGUdE0eePAUq37JOhgEEs=">AAAB/XicbVDLSsNAFJ34rPUVHzs3wSK4KkkV7LKgC1dSwT6gDWEyvW2HTiZh5kasofgrblwo4tb/cOffOH0stPXAwOGce7h3TpgIrtF1v62l5ZXVtfXcRn5za3tn197br+s4VQxqLBaxaoZUg+ASashRQDNRQKNQQCMcXI79xj0ozWN5h8ME/Ij2JO9yRtFIgX3YvgKBNMjaCA8mn900RqPALrhFdwJnkXgzUiAzVAP7q92JWRqBRCao1i3PTdDPqELOBIzy7VRDQtmA9qBlqKQRaD+bXD9yTozScbqxMk+iM1F/JzIaaT2MQjMZUezreW8s/ue1UuyW/YzLJEWQbLqomwoHY2dchdPhChiKoSGUKW5udVifKsrQFJY3JXjzX14k9VLROyuWbs8LlfKsjhw5IsfklHjkglTINamSGmHkkTyTV/JmPVkv1rv1MR1dsmaZA/IH1ucPJnmVpQ==</latexit>

Tr
<latexit sha1_base64="/axwEn37kGD0PJ9RaAhz1mjjoUY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWPFfkEbymY7aZduNmF3I5TQn+DFgyJe/UXe/Ddu2xy09cHA470ZZuYFieDauO63s7G5tb2zW9gr7h8cHh2XTk7bOk4VwxaLRay6AdUouMSW4UZgN1FIo0BgJ5jczf3OEyrNY9k00wT9iI4kDzmjxkqPzYEalMpuxV2ArBMvJ2XI0RiUvvrDmKURSsME1brnuYnxM6oMZwJnxX6qMaFsQkfYs1TSCLWfLU6dkUurDEkYK1vSkIX6eyKjkdbTKLCdETVjverNxf+8XmrCmp9xmaQGJVsuClNBTEzmf5MhV8iMmFpCmeL2VsLGVFFmbDpFG4K3+vI6aVcr3nWl+nBTrtfyOApwDhdwBR7cQh3uoQEtYDCCZ3iFN0c4L86787Fs3XDymTP4A+fzBzWojbc=</latexit>

Rr
<latexit sha1_base64="BGtAL42bzfwlVMtSWKWcs8e1F8c=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBA8hd0omGPAi8f4yAOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aGJBQ1HVTXdXkEhh0HW/nbX1jc2t7cJOcXdv/+CwdHTcMnGqGW+yWMa6E1DDpVC8iQIl7ySa0yiQvB2Mb2Z++4lrI2L1iJOE+xEdKhEKRtFKD/d93S+V3Yo7B1klXk7KkKPRL331BjFLI66QSWpM13MT9DOqUTDJp8VeanhC2ZgOeddSRSNu/Gx+6pScW2VAwljbUkjm6u+JjEbGTKLAdkYUR2bZm4n/ed0Uw5qfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tO0YbgLb+8SlrVindZqd5dleu1PI4CnMIZXIAH11CHW2hAExgM4Rle4c2Rzovz7nwsWtecfOYE/sD5/AEynI21</latexit>

Rpost
<latexit sha1_base64="hbwL6Dtq2sydHqpnpH1GxygRzz4=">AAAB+nicbVDLSsNAFJ3UV62vVJduBovgqiRVsMuCG5dV7APaECbTaTt0MgkzN2qJ+RQ3LhRx65e482+ctllo64GBwzn3cO+cIBZcg+N8W4W19Y3NreJ2aWd3b//ALh+2dZQoylo0EpHqBkQzwSVrAQfBurFiJAwE6wSTq5nfuWdK80jewTRmXkhGkg85JWAk3y7f+mkf2KOJpnGkIct8u+JUnTnwKnFzUkE5mr791R9ENAmZBCqI1j3XicFLiQJOBctK/USzmNAJGbGeoZKETHvp/PQMnxplgIeRMk8Cnqu/EykJtZ6GgZkMCYz1sjcT//N6CQzrXsplnACTdLFomAgMEZ71gAdcMQpiagihiptbMR0TRSiYtkqmBHf5y6ukXau659XazUWlUc/rKKJjdILOkIsuUQNdoyZqIYoe0DN6RW/Wk/VivVsfi9GClWeO0B9Ynz9kUJS0</latexit>

t+ �r
<latexit sha1_base64="/8oULXoVhlxgBxm+ikRxJbcnlmg=">AAAB8XicbVBNS8NAEJ34WetX1aOXxSIIQkmqYI8FLx4r2A9sQ9lsN+3SzSbsToQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O2vrG5tb24Wd4u7e/sFh6ei4ZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqAScJ9yM6VCIUjKKVHpFckl4yEn3dL5XdijsHWSVeTsqQo9EvffUGMUsjrpBJakzXcxP0M6pRMMmnxV5qeELZmA5511JFI278bH7xlJxbZUDCWNtSSObq74mMRsZMosB2RhRHZtmbif953RTDmp8JlaTIFVssClNJMCaz98lAaM5QTiyhTAt7K2EjqilDG1LRhuAtv7xKWtWKd1Wp3l+X67U8jgKcwhlcgAc3UIc7aEATGCh4hld4c4zz4rw7H4vWNSefOYE/cD5/AIj1kCU=</latexit>

t+ �post
<latexit sha1_base64="efV5H6hnHfw3DjNiwYzJs52N9bg=">AAACAXicbVDLSsNAFJ3UV62vqBvBzWARBKEkVbDLghuXFewDmhAm00k7dPJg5kYsIW78FTcuFHHrX7jzb5y2WWjrgQuHc+6duff4ieAKLOvbKK2srq1vlDcrW9s7u3vm/kFHxamkrE1jEcueTxQTPGJt4CBYL5GMhL5gXX98PfW790wqHkd3MEmYG5JhxANOCWjJM48An2MnGXEvc4A96BeyJFaQ555ZtWrWDHiZ2AWpogItz/xyBjFNQxYBFUSpvm0l4GZEAqeC5RUnVSwhdEyGrK9pREKm3Gx2QY5PtTLAQSx1RYBn6u+JjIRKTUJfd4YERmrRm4r/ef0Ugoab8ShJgUV0/lGQCgwxnsaBB1wyCmKiCaGS610xHRFJKOjQKjoEe/HkZdKp1+yLWv32stpsFHGU0TE6QWfIRleoiW5QC7URRY/oGb2iN+PJeDHejY95a8koZg7RHxifP9qSlyQ=</latexit>

t
<latexit sha1_base64="0iumNtECVzyw+TLVKInewBD4uW4=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWML9gPaUDbbTbt2swm7E6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsbm1vbObmGvuH9weHRcOjltmzjVjLdYLGPdDajhUijeQoGSdxPNaRRI3gkmd3O/88S1EbF6wGnC/YiOlAgFo2ilJg5KZbfiLkDWiZeTMuRoDEpf/WHM0ogrZJIa0/PcBP2MahRM8lmxnxqeUDahI96zVNGIGz9bHDojl1YZkjDWthSShfp7IqORMdMosJ0RxbFZ9ebif14vxbDmZ0IlKXLFlovCVBKMyfxrMhSaM5RTSyjTwt5K2JhqytBmU7QheKsvr5N2teJdV6rNm3K9lsdRgHO4gCvw4BbqcA8NaAEDDs/wCm/Oo/PivDsfy9YNJ585gz9wPn8A3nWM8g==</latexit>

Time

Application 
Replica

Local Achal Instance
Frontend

(API parsing)
Backend

(BFT coordination)

Local Datastore
(write queue + key-value map)

read(k, t)

Application Replica

Predictable Network + Clock Synchronization

write(k, v1, t)

Application Replica

Application Replica

Design overview Read/write API based on absolute time

Predictable hard real-time implementation ensures
by design that writes are committed on time Initial latency results (crash in gray region) 

▪ Fault-induced errors
▪ Execution time jitter
▪ Task re-executions
▪ Message reorderings

Avoids data races 
despite runtime 

variations

Inspired from the Logical Execution Time 
(LET) paradigm (Henzinger et al., 2001)

Our approach Ultra-reliability as an emergent property over unreliable hardware

Predictable (time-sensitive) 
implementations

Existing methods for software fault tolerance,
e.g., robust controllers, replication, BFT protocols

Quantitative reliability analysis 
to demonstrate ultra-reliability 

Can we achieve
FTMP-like ultra-reliability

on unreliable COTS
processors and networks? 

Can Raspberry Pi’s over
Ethernet be ultra-reliable?

Future CPS
Drone/robot/AV fleets using
cheap, fast, but unreliable 
COTS hardware

What is ultra-reliability?
Quantifiably negligible failure rates
in the presence of stochastic fault processes

Fault-Tolerant Multiprocessor by 
Hopkins et al. (1978)
Custom hardware with dynamic 
redundancy and tight synchronization
Analysis of component-level failures
using combinatorial methods

Example: FTMP

Under 10-10 failures/hr

COTS = Commercial Off-The-Shelf | CPS = Cyber-Physical Systems | NCS = Networked Control Systems | BFT = Byzantine Fault-Tolerant | CAN = Controller Area Network

Building “Ultra-Reliable” Networked Control Systems 
using COTS Components Arpan Gujarati, Malte Appel & Björn B. Brandenburg


