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In a nutshell
Achal is a Byzantine Fault Tolerant (BFT) middleware for actively replicating 
networked control systems over Ethernet

Use of latency-aware Ethernet 
standards on the rise

NCS at the core of next-generation CPS

Non-malicious Byzantine errors 
(inconsistent broadacsts) due 

to transient faults

Achal is designed to 
mask these errors
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Commercial, space, 
and military aircraft

Autonomous 
vehicles

Surgical 
robots

Other robots 
and drones

1 Banerjee et al. “Hands Off the Wheel in Autonomous Vehicles?: A Systems Perspective on over a Million Miles of Field Data.” DSN (2018)

Inadequate resources (developer hours, 
computing power, component costs)
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Commercial, space, 
and military aircraft

Autonomous 
vehicles

Surgical 
robots

Other robots 
and drones

1 Banerjee et al. “Hands Off the Wheel in Autonomous Vehicles?: A Systems Perspective on over a Million Miles of Field Data.” DSN (2018)
2 SESAR Joint Undertaking. “European Drones Outlook Study-Unlocking the value for Europe.” SESAR, Brussels (2016)

# failure events will rise proportionally
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Problem
Today's commercial aircraft systems are highly reliable!

It will become imperative to also make the next generation of fully-autonomous CPS, 
such as autonomous vehicles, drones, and robots, highly reliable?

Building highly reliable CPS using cheap, fast, but 
unreliable COTS components at economical costsObjective
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The datastore is aware of the temporal 
properties of the applications, e.g., the data age 
and freshness requirements of the control loops
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Key contribution: CPS-friendly BFT middleware

Local Achal 
Instance 
A1

read(key k, timestamp t)

Controller task replica R1

write(key k, value v, timestamp t)

Frontend

Ba
ck

en
d Fuse semantics

BFT coordination

Local datastore

R2 R3 R4

A2 A3 A4

Networking Layer
Clock synchronisation, 

e.g., using PTP

Ethernet TSN
A classic leaderless 

BFT protocol for 
state coordination
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Key contribution: CPS-friendly BFT middleware

Local Achal 
Instance 
A1

read(key k, timestamp t)

Controller task replica R1

write(key k, value v, timestamp t)

Frontend

Ba
ck

en
d Fuse semantics

BFT coordination

Local datastore

R2 R3 R4

A2 A3 A4

Networking Layer
Clock synchronisation, 

e.g., using PTP

Ethernet TSN
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CPS applications
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Key contribution: CPS-friendly BFT middleware

Local Achal 
Instance 
A1

read(key k, timestamp t)

Controller task replica R1

write(key k, value v, timestamp t)

Frontend

Ba
ck

en
d Fuse semantics

BFT coordination

Local datastore

R2 R3 R4

A2 A3 A4

Networking Layer
Clock synchronisation, 

e.g., using PTP

Ethernet TSN

Reliability 
analysis

Schedulability 
analysis

Predictable 
implementation

+

+
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For more details ...
How to program networked control 
systems over Achal's time-aware API?
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For more details ...
How to program networked control 
systems over Achal's time-aware API?

How is the timing predictability ensured?

How to quantify its reliability in the 
presence of stochastic transient faults?

How does its performance compare with 
that of BFT-SMaRt and Cassandra?
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For more details ...

Prior, ongoing, and future work
Quantified conservative failure rates for temporally robust, actively replicated NCS on Achal-over-Ethernet and CAN
▪ Accounted for time and value domain errors at the message granularity (more fine-grained than in FTMP)

Currently evaluating Achal using different NCS applications and against related work on BFT protocols & key-value stores
Next step — ultra-reliable clock synchronization protocols over Ethernet; is the Precision Time Protocol ultra-reliable?

This work — Achal — a predictable BFT middleware for NCS 
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R1
t

<latexit sha1_base64="nDoE3/AmR8RjuguBvNZ1L6Vta0Q=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqYI8FLx6rmFpoY9lsN+3SzSbsToRS+hu8eFDEqz/Im//GbZuDtj4YeLw3w8y8MJXCoOt+O4W19Y3NreJ2aWd3b/+gfHjUMkmmGfdZIhPdDqnhUijuo0DJ26nmNA4lfwhH1zP/4YlrIxJ1j+OUBzEdKBEJRtFK/l0PH71eueJW3TnIKvFyUoEczV75q9tPWBZzhUxSYzqem2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzI+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8OoHkyESjPkii0WRZkkmJDZ56QvNGcox5ZQpoW9lbAh1ZShzadkQ/CWX14lrVrVu6jWbi8rjXoeRxFO4BTOwYMraMANNMEHBgKe4RXeHOW8OO/Ox6K14OQzx/AHzucPWumOWg==</latexit>

�NW
<latexit sha1_base64="I1tY7JAGUdE0eePAUq37JOhgEEs=">AAAB/XicbVDLSsNAFJ34rPUVHzs3wSK4KkkV7LKgC1dSwT6gDWEyvW2HTiZh5kasofgrblwo4tb/cOffOH0stPXAwOGce7h3TpgIrtF1v62l5ZXVtfXcRn5za3tn197br+s4VQxqLBaxaoZUg+ASashRQDNRQKNQQCMcXI79xj0ozWN5h8ME/Ij2JO9yRtFIgX3YvgKBNMjaCA8mn900RqPALrhFdwJnkXgzUiAzVAP7q92JWRqBRCao1i3PTdDPqELOBIzy7VRDQtmA9qBlqKQRaD+bXD9yTozScbqxMk+iM1F/JzIaaT2MQjMZUezreW8s/ue1UuyW/YzLJEWQbLqomwoHY2dchdPhChiKoSGUKW5udVifKsrQFJY3JXjzX14k9VLROyuWbs8LlfKsjhw5IsfklHjkglTINamSGmHkkTyTV/JmPVkv1rv1MR1dsmaZA/IH1ucPJnmVpQ==</latexit>

�NW
<latexit sha1_base64="I1tY7JAGUdE0eePAUq37JOhgEEs=">AAAB/XicbVDLSsNAFJ34rPUVHzs3wSK4KkkV7LKgC1dSwT6gDWEyvW2HTiZh5kasofgrblwo4tb/cOffOH0stPXAwOGce7h3TpgIrtF1v62l5ZXVtfXcRn5za3tn197br+s4VQxqLBaxaoZUg+ASashRQDNRQKNQQCMcXI79xj0ozWN5h8ME/Ij2JO9yRtFIgX3YvgKBNMjaCA8mn900RqPALrhFdwJnkXgzUiAzVAP7q92JWRqBRCao1i3PTdDPqELOBIzy7VRDQtmA9qBlqKQRaD+bXD9yTozScbqxMk+iM1F/JzIaaT2MQjMZUezreW8s/ue1UuyW/YzLJEWQbLqomwoHY2dchdPhChiKoSGUKW5udVifKsrQFJY3JXjzX14k9VLROyuWbs8LlfKsjhw5IsfklHjkglTINamSGmHkkTyTV/JmPVkv1rv1MR1dsmaZA/IH1ucPJnmVpQ==</latexit>

Tr
<latexit sha1_base64="/axwEn37kGD0PJ9RaAhz1mjjoUY=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWPFfkEbymY7aZduNmF3I5TQn+DFgyJe/UXe/Ddu2xy09cHA470ZZuYFieDauO63s7G5tb2zW9gr7h8cHh2XTk7bOk4VwxaLRay6AdUouMSW4UZgN1FIo0BgJ5jczf3OEyrNY9k00wT9iI4kDzmjxkqPzYEalMpuxV2ArBMvJ2XI0RiUvvrDmKURSsME1brnuYnxM6oMZwJnxX6qMaFsQkfYs1TSCLWfLU6dkUurDEkYK1vSkIX6eyKjkdbTKLCdETVjverNxf+8XmrCmp9xmaQGJVsuClNBTEzmf5MhV8iMmFpCmeL2VsLGVFFmbDpFG4K3+vI6aVcr3nWl+nBTrtfyOApwDhdwBR7cQh3uoQEtYDCCZ3iFN0c4L86787Fs3XDymTP4A+fzBzWojbc=</latexit>

Rr
<latexit sha1_base64="BGtAL42bzfwlVMtSWKWcs8e1F8c=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBA8hd0omGPAi8f4yAOSJcxOZpMhs7PLTK8QlnyCFw+KePWLvPk3TpI9aGJBQ1HVTXdXkEhh0HW/nbX1jc2t7cJOcXdv/+CwdHTcMnGqGW+yWMa6E1DDpVC8iQIl7ySa0yiQvB2Mb2Z++4lrI2L1iJOE+xEdKhEKRtFKD/d93S+V3Yo7B1klXk7KkKPRL331BjFLI66QSWpM13MT9DOqUTDJp8VeanhC2ZgOeddSRSNu/Gx+6pScW2VAwljbUkjm6u+JjEbGTKLAdkYUR2bZm4n/ed0Uw5qfCZWkyBVbLApTSTAms7/JQGjOUE4soUwLeythI6opQ5tO0YbgLb+8SlrVindZqd5dleu1PI4CnMIZXIAH11CHW2hAExgM4Rle4c2Rzovz7nwsWtecfOYE/sD5/AEynI21</latexit>

Rpost
<latexit sha1_base64="hbwL6Dtq2sydHqpnpH1GxygRzz4=">AAAB+nicbVDLSsNAFJ3UV62vVJduBovgqiRVsMuCG5dV7APaECbTaTt0MgkzN2qJ+RQ3LhRx65e482+ctllo64GBwzn3cO+cIBZcg+N8W4W19Y3NreJ2aWd3b//ALh+2dZQoylo0EpHqBkQzwSVrAQfBurFiJAwE6wSTq5nfuWdK80jewTRmXkhGkg85JWAk3y7f+mkf2KOJpnGkIct8u+JUnTnwKnFzUkE5mr791R9ENAmZBCqI1j3XicFLiQJOBctK/USzmNAJGbGeoZKETHvp/PQMnxplgIeRMk8Cnqu/EykJtZ6GgZkMCYz1sjcT//N6CQzrXsplnACTdLFomAgMEZ71gAdcMQpiagihiptbMR0TRSiYtkqmBHf5y6ukXau659XazUWlUc/rKKJjdILOkIsuUQNdoyZqIYoe0DN6RW/Wk/VivVsfi9GClWeO0B9Ynz9kUJS0</latexit>

t+ �r
<latexit sha1_base64="/8oULXoVhlxgBxm+ikRxJbcnlmg=">AAAB8XicbVBNS8NAEJ34WetX1aOXxSIIQkmqYI8FLx4r2A9sQ9lsN+3SzSbsToQS+i+8eFDEq//Gm//GbZuDtj4YeLw3w8y8IJHCoOt+O2vrG5tb24Wd4u7e/sFh6ei4ZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqAScJ9yM6VCIUjKKVHpFckl4yEn3dL5XdijsHWSVeTsqQo9EvffUGMUsjrpBJakzXcxP0M6pRMMmnxV5qeELZmA5511JFI278bH7xlJxbZUDCWNtSSObq74mMRsZMosB2RhRHZtmbif953RTDmp8JlaTIFVssClNJMCaz98lAaM5QTiyhTAt7K2EjqilDG1LRhuAtv7xKWtWKd1Wp3l+X67U8jgKcwhlcgAc3UIc7aEATGCh4hld4c4zz4rw7H4vWNSefOYE/cD5/AIj1kCU=</latexit>

t+ �post
<latexit sha1_base64="efV5H6hnHfw3DjNiwYzJs52N9bg=">AAACAXicbVDLSsNAFJ3UV62vqBvBzWARBKEkVbDLghuXFewDmhAm00k7dPJg5kYsIW78FTcuFHHrX7jzb5y2WWjrgQuHc+6duff4ieAKLOvbKK2srq1vlDcrW9s7u3vm/kFHxamkrE1jEcueTxQTPGJt4CBYL5GMhL5gXX98PfW790wqHkd3MEmYG5JhxANOCWjJM48An2MnGXEvc4A96BeyJFaQ555ZtWrWDHiZ2AWpogItz/xyBjFNQxYBFUSpvm0l4GZEAqeC5RUnVSwhdEyGrK9pREKm3Gx2QY5PtTLAQSx1RYBn6u+JjIRKTUJfd4YERmrRm4r/ef0Ugoab8ShJgUV0/lGQCgwxnsaBB1wyCmKiCaGS610xHRFJKOjQKjoEe/HkZdKp1+yLWv32stpsFHGU0TE6QWfIRleoiW5QC7URRY/oGb2iN+PJeDHejY95a8koZg7RHxifP9qSlyQ=</latexit>

t
<latexit sha1_base64="0iumNtECVzyw+TLVKInewBD4uW4=">AAAB6HicbVBNS8NAEJ34WetX1aOXxSJ4KkkV7LHgxWML9gPaUDbbTbt2swm7E6GE/gIvHhTx6k/y5r9x2+agrQ8GHu/NMDMvSKQw6Lrfzsbm1vbObmGvuH9weHRcOjltmzjVjLdYLGPdDajhUijeQoGSdxPNaRRI3gkmd3O/88S1EbF6wGnC/YiOlAgFo2ilJg5KZbfiLkDWiZeTMuRoDEpf/WHM0ogrZJIa0/PcBP2MahRM8lmxnxqeUDahI96zVNGIGz9bHDojl1YZkjDWthSShfp7IqORMdMosJ0RxbFZ9ebif14vxbDmZ0IlKXLFlovCVBKMyfxrMhSaM5RTSyjTwt5K2JhqytBmU7QheKsvr5N2teJdV6rNm3K9lsdRgHO4gCvw4BbqcA8NaAEDDs/wCm/Oo/PivDsfy9YNJ585gz9wPn8A3nWM8g==</latexit>
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Application 
Replica

Local Achal Instance
Frontend

(API parsing)
Backend

(BFT coordination)

Local Datastore
(write queue + key-value map)

read(k, t)

Application Replica

Predictable Network + Clock Synchronization

write(k, v1, t)

Application Replica

Application Replica

Design overview Read/write API based on absolute time

Predictable hard real-time implementation ensures
by design that writes are committed on time Initial latency results (crash in gray region) 

▪ Fault-induced errors
▪ Execution time jitter
▪ Task re-executions
▪ Message reorderings

Avoids data races 
despite runtime 

variations

Inspired from the Logical Execution Time 
(LET) paradigm (Henzinger et al., 2001)

Our approach Ultra-reliability as an emergent property over unreliable hardware

Predictable (time-sensitive) 
implementations

Existing methods for software fault tolerance,
e.g., robust controllers, replication, BFT protocols

Quantitative reliability analysis 
to demonstrate ultra-reliability 

Can we achieve
FTMP-like ultra-reliability

on unreliable COTS
processors and networks? 

Can Raspberry Pi’s over
Ethernet be ultra-reliable?

Future CPS
Drone/robot/AV fleets using
cheap, fast, but unreliable 
COTS hardware

What is ultra-reliability?
Quantifiably negligible failure rates
in the presence of stochastic fault processes

Fault-Tolerant Multiprocessor by 
Hopkins et al. (1978)
Custom hardware with dynamic 
redundancy and tight synchronization
Analysis of component-level failures
using combinatorial methods

Example: FTMP

Under 10-10 failures/hr

COTS = Commercial Off-The-Shelf | CPS = Cyber-Physical Systems | NCS = Networked Control Systems | BFT = Byzantine Fault-Tolerant | CAN = Controller Area Network

Building “Ultra-Reliable” Networked Control Systems 
using COTS Components Arpan Gujarati, Malte Appel & Björn B. Brandenburg

How to program networked control 
systems over Achal's time-aware API?

How is the timing predictability ensured?

How to quantify its reliability in the 
presence of stochastic transient faults?

How does its performance compare with 
that of BFT-SMaRt and Cassandra?


